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RE: INTERNET USE

In consideration of my employment with __________________ (Company), I ________________ (Employee) acknowledge that the Company uses computer equipment in its day to day business that I am required to operate as a part of my job description. It is further acknowledged that the Company’s computer equipment, software, and peripherals, are crucial to the profitable operation of the Company, and that Employee use or abuse of said computer equipment for PERSONAL REASONS could financially or otherwise harm the Company or its ability to carry out business activities. 
ARTICLE I: Use of Company Computer Systems.

The Employee SHALL NOT operate Company computer systems for personal reasons without the WRITTEN PERMISSION of their supervisor. Use of Company computer systems for personal reasons is defined, but not limited to the following:

1. Sending email to unauthorized recipients.

2. Receiving email from unauthorized senders.

3. Responding to ANY email in any way whatsoever, regardless of its source.

4. The opening or execution of any email link, regardless of its source.

5. Providing the company email address to ANY RECIPIENT.
6. Operating any instant chat service, including but not limited to:

a. MSN Messenger.

b. Yahoo Chat.

c. AOL Instant Messenger.

d. IRC Internet Chat.

7. The sending or receiving of any files or links over any chat service.

8. The opening or execution of any file or program without specific authorization, whether or not it is already installed, including but not limited to:

a. Games, including Solitaire. 
b. Utility programs

c. Word Processing, Spreadsheet, Database, or Presentation programs.

d. Media viewing programs.

e. Media files containing images or video content.

9. The visiting of ANY internet site, including but not limited to:
a. Game or roll playing sites.

b. Responding to advertisements.

c. On Line Shopping or browsing, such as EBay, or any other such site.
10. The use of any Internet Search Engine such as Google, Lycos, Yahoo, AltaVista, or any other search engine, unless specifically authorized to do so by your supervisor. 
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11. The use of any other part of the internet, including but not limited to:

a. Newsgroups or USENET.

b. IRC Chat.

c. FTP servers.

d. BLOGS.

e. WEB SITES OF ANY KIND not specifically authorized.
12.  Downloading ANYTHING unless specifically authorized.

13. Insertion of ANY external media, including, but not limited to:

a. Digital still and video cameras.

b. Image Scanners.

c. Music CD’s and DVD’s.

d. Programs or other executables.

e. ANY other CD or DVD not directly related to Company business.

f. Floppy disks, hard disks, ZIP disks, or Flash Cards, Memory Sticks.

g. ANY USB, FireWire, Blue Tooth, Wireless, or any other peripheral device not specifically authorized by your supervisor.

h. Accessing the Company network by any means, external or internal.

14.  The installation of any software, regardless of its source, without specific written authorization from your supervisor, including, but not limited to:
a. Games of any kind.

b. Personal software, data, or documents.

c. Viruses or other malicious software.

d. Utilities and Programs of any kind.

e. Music & Video trading, file sharing, or any other download service or source.

15. The removal from the Company location of any items, including but not limited to:

a. Computer hardware and Peripherals.

b. Cables, connectors, or any other device.

c. Erasure, uninstalling, or destruction of any disks, software, or data.

d. Software disks, manuals, screen captures, uploads, emails, or printouts.

e. Downloading of any computer content or data to any external device including floppy disks, CD’s, DVD’s, Flash Drives, Zip Drives, Memory cards, via Modem, Internet upload, or any other method.

f. The verbal, printed, or written descriptions of computer content or data.

g. The distribution or sale of Company computer data, software, or hardware to any third party for any reason whatsoever.

16. Any attempt to dissemble, repair, or modify computer equipment unless specifically authorized.
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 In other words, if it is not authorized Company business, DON’T DO IT!

If you are not sure, GET AUTHORIZATION IN WRITING! You will not be reprimanded or penalized when asking for written clarification of your duties.

ARTICLE II: Damages and Penalties.

It is acknowledged by the Employee that use of the Company computer systems in a manner described in Article I, or for any other personal reason or purpose, shall result in all or some of the following corrective actions being taken:
1. TERMINATION OF EMPLOYMENT, superseding all other employment contracts or agreements, written or verbal.

2. The possibility of criminal prosecution, if the conduct demonstrates sufficient factual basis.
3. Civil litigation to recover lost time, expenses, loss of revenue, or damage to the Company’s reputation or its ability to do business.

4. Reimbursement of all repair costs, equipment replacement, software and data recovery costs, employee and management time expenses, or consulting fees.
5. Written reprimand, if the violation is minor or unintentional. 

I ______________________ (Employee) agree that the signing of this document is a requirement of my employment. I recognize the necessity of protecting the Company from unauthorized use of its computer equipment and services, and I freely agree to the terms and conditions of my employment as described in this document. 

I agree that this document is legally binding, and I will hold the Company harmless in its efforts to enforce its terms and conditions. I further agree that I will not tolerate any other employee or other third party that I am personally aware of, that has or intends to violate this agreement, by informing my immediate supervisor of such a violation.
The Company specifically authorizes the Employee to perform the following computer system related tasks:

1. ______________________________________________________________

2. ______________________________________________________________

3. ______________________________________________________________

4. ______________________________________________________________

5. ______________________________________________________________
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Signed this _________ day of ___________________, 20__

Employee: ________________________________________ Date________________

Company Supervisor: _______________________________ Date ________________

Witness: __________________________________________ Date ________________

